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Fraud Detection, Prevention &
Reporting at Baylor College of

~ Medicine (BCM) - formed
> transforme

 Help Fight Fraud by Reporting It!!
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Fraud follows opportunity and
attacks weakness. Know where

you are vulnerable and how to

take control
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Training Goals

Understanding Fraud Risks
Fraud Risk Assessment (FRA)

Qualities of a good FRA
Techniqgues of FRA

Methodologies of FRA

Responding to Fraud Risk (FR)

Fraud Investigation

Fraud Mitigation
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Fraud Risk

Cressey'’s fraud triangle with
elements of Motive,
Opportunity and ability to
rationalize

Inherent is that which is
present before management
action
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Types of fraud risks being,
inherent and residual

Residual is that which remains
after the action by
management
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Fraud risk factors o~
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The business environment
which has a direct bearing
on the risk vulnerability
index

The nature of the E
business operations L1/

The ethics and values of
the company and its

employees
pioy z‘ransformea’)}>

The effectiveness of
internal controls




Fraud Risk Assessment (FRA) o~
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Process aimed at proactively identifying and addressing an

organization'’s vulnerabilities to both internal and external fraud.

Core objectives

Improve communication and awareness

Identify where the company is most

vulnerable in terms of business operations
Develop plans to mitigate the risk

Develop techniques to investigate and

determine the occurrence of fraud

. transformed
Assess the internal controls



Qualities of a good FRA 7
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A good working knowledge of

\-/' the business

Collaborative efforts of
management and auditors |

Access to people of all levels
of the organization

Independence or objectivity
of the person conducting the
exercise

The ability to think of the

\-/ unthinkable

AN Plan to keep it alive and

\-/ relevant

Having the right sponsor
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How to conduct FRA o
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Determine the best
techniques to use

Assemble the right
team to lead and
conduct the exercise

Educate the employees
and openly promote the
process

Obtain the ToR
(Terms of Reference)
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Techniques of FRA

@ 071 Interviews

02 use of Focus groups

’ 03 Surveys

Use of Anonymous feedback mechanisms.
That is tips through whistle blowing (Refer
to the Whistle blowers Protection Act 2010)
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FRA Methodologies/frameworks N
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Framework #1

» Identify the potential inherent fraud risk

» Assess the likelihood of occurrence of the

identified risks
> Assess the Fraud Risk significance

> Evaluate the people or departments likely

to commit the fraud

> Identify and map existing preventive and

detective controls

» Identify and evaluate residual fraud risks

resulting from ineffective or nonexistent

controls



)

Framework #1
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Fraud Risk Assessment Framework?

Existing

Identified People Anti Controls’ Residual Fraud
Fraud Risks and Likelihood Significance and/or Effectiveness . Risk
Fraud Risks
Schemes Departments Assessment Response
Controls
Financial

Statement Fraud:

Asset

Misappropriation:

be transformed



Framework #2 - Fraud Risk Index ~
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This is an overall assessment of fraud risk for the organisation
based on:-

Environment risk » Pressure on the business
» Internal controls quality

index > Tone at the top

> Levels of tolerance

Culture Quotient > Entitlement levels
> Notification levels

» Leadership styles

Prevent/Detect index > Operating behaviors -
» Decision making practices

be transformed




Heat map ~
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Risks ldentified

1 Data Disruption
2 Losing Major Customer

3 Embezzlement
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ACFE 2020 Report to the nations

EUHHUPTIDN WAS THE

MOST COMMON

//}§i SCHEME IN EVERY |
, GLOBAL REGION !

Organizations with

FRAUD AWARENESS TRAINING

for employees were
more likely to gather tips through

FORMAL
REPORTING
MECHANISMS

I' 55% of tips with training

37% of tips without training

ASSET MISAPPROPRIATION ~ FINANCIAL STATEMENT
SCHEMES e FRAUD SCHEMES &

most common and least costly least common and most costly

86% $100,000 m% 3954‘[][][]

OF CASES madion logs OF CASES median loss

43 /0 OF SCHEMES WERE DETECTED BY TIP,

and half of those tips
came from employees

and
were each used by
whistleblowers in

33%

OF CASES
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Responding to Fraud Risks

'\
\

Avoid Transfer Mitigate Assume Combination approach
. - — — (transfer 50% & mitigate 50%)
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Fraud Examination Approach 7

STEP summit
STEP 4

STEP 3

STEP 2
Analyzing Creating a Testing the Refining and amepding
available data hypothesis hypothesis the hypothesis
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Fraud Investigation Approach

"~

ey

INCIDENT 4
INVESTIGATHOM

|
k

Initial Predication
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Tips or Accounting Other
Complaints Clues Sources
v Y
Eva_luate > ® <
Tips
\ 4
Is predication sufficient? » No

v
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Fraud Investigation Approach Cont...

Yes @

Develop fraud theory:

— Who might be involved?

— What might have happened?

— Why might the allegation be true?

— Where are the possible concealment places or methods?
— When did this take place (past or present)?

— How is the fraud being perpetrated?

Determine where the evidence is likely to be:
— On-book versus off-book

— Internal or external

— Potential withesses

What evidence is necessary to prove intent?

— Number of occurrences

— Other areas of impropriety
— Withesses

LA
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Fraud Investigation Approach Cont...

Revise fraud theory.
Prepare chart linking people and evidence.

Determine possible defenses to allegations.

v

Is evidence sufficient to proceed?

—p» No

v

v

Yes

Discontinue

v

Complete the investigation through:

Interviews
Document examination
Observations
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Fraud mitigation mechanisms

Know Your Employees

Make Employees aware/Set Up Reporting
System(whistle blowing mechanisms)

Implement Internal Controls

Hire Experts — Partnership

Live the Corporate Culture i.e. with organizational
Se4)  structure, written policies and procedures and fair
employment practices. transformed
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.- Use the open-door policy
Fraud ST AN
mitigation AN <SUERH
mechamsmsr\ e \

Foster an ethical, “Tone At
The Top”

Break down silos

/

Provide “regular” and “relevant”
anti-fraud/ethics training for
your employees.

/

Implement effective

anti-fraud transformed
technology
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The slides in this_fke"have been created to support an oral
Be Tra n Sfo rm ed nd thus do not provide a complete record of
Sentation content. No part of this file may be
irculated, quoted, or reproduced for distribution outside
the [SCL client name] organization without SCL's express
prior written consent.
We also recommend that its content not be used for critical
decision making without first consulting Summit Consulting
Ltd. SCL takes no responsibility and shall not be liable for
any decisions made by you or your company or other
individuals or companies based on the use of this report.
For strategy execution support, visit www.summitcl.com
be transformed
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